How to Erase Yourself From
the Internet?

- A Case Study
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8 The Big Four

Before you go hunting down your

old MySpace and Yahoo Fantasy Sports
accounts, you should probably go ahead and
nix your existence from the four largest
social media sites on the planet—

Facebook, Twitter, Google+, and LinkedIin—
seeing as how they have the greatest reach and
the most information on you. Luckily, each

service makes the self-destruct process fairly
straightforward.
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Search for people, places and things Home

& . .
o7 Genera| Security Settings
{7} Security

Secure Browsing Secure browsing is currently enabled. Edit
(B Privacy
I Timeline and Tagaing Login Notifications Email and text message notifications are enabled. Edit
@ EBlocking

Code Generator Code Generator is enabled. Edit
@ Notficatons App Passwords You haven't created app passwords. Edit
Mabile
Followers Trusted Contacts You don't have any trusted contacts set. Edit
ﬁj Apps Recognized Devices You have B recognized devices. Edit
ﬁi Ads Active Sessions Logged in from Hyderabad, AP, IN and 7 other locations, Edit
Payments
@ Support Dashboard Deactivate your account.

Facebook makes it very obvious how to
deactivate your account; it's under
Account Settings > Security >
Deactivate your account
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Home

Search for people, places and things

Delete My Account

If you do not think you wil use Facebook again and would ke your account deleted, we can take care of
this for you. Keep in mind that you wil not be able to reactivate your account or retrieve any of the
content or information you have added. If you would still ke yvour account deleted, dick Delete My

Account”,
Delete My Account |fe] 02!

About  Create Ad  Create Page  Developers  Careers  Privacy  Cookiess  Terms  Help

Facebook © 2013 - English (US)

Don't be fooled! Deactivation isn't deletion Delete My
Account page and click the big blue button.That's it, you're officially
off Facebook.The process might take up to a fortnight to complete
since the system has to scan the entirety of itself making sure all data
related to you—every tagged picture, like, and mention—but when it's

gone, it's all gone.The process is irreversible.
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Search for people, places and things Home

o .
" General General Account Settings
&5 security

Name Edit
[ Privacy
=] Timeline and Tagging Username http: ffwww. facebook. com/ Edit
e Blocking

Email Primary: Edit
@ Notifications Password IUpdated about 3 months ago. Edit
Mabile
Followers Networks Mo networks, Edit
ii-j Apps Language English (U5) Edit

ad

ﬁi : Download a copy of your Facebook data.
Payments

@ Support Dashboard

Don't worry, though; if you still want that treasure
trove of pictures and updates living on your hard
drive, you can download the whole shebang by going
to Account Settings > General > Download a
copy of your Facebook Data > Start My
Archive
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Unlike on Facebook, on Twitter deactivate means delete.And it's easy! Go
to Account Settings> Deactivate my account > Okay, fine,
deactivate account.Then just enter your password and you're good to go.

Twitter also holds onto your info in case you have quitter's remorse,

so it'll still stick around on the company's servers for 30 days. After
that, though, you're all clear for a RTless life.
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#@™ Another easy one. Head to the upper right hand corner of the
in page, and select Privacy & Settings from the drop-down

menu. From th_e_f“ head to Account > Close Your Account.

fact that you'll neve In spam again.

10

q Advanced .

Home

MNetwork Business Semvices Upgrade

Jobs

Profile Interests

=

(1) Don't get locked out of your account! Please add another email to make sure you can always sign in and reset your password. Learn why
this is important.

B inmails
0 lable Purcha

5 of 5 available Upgrade

Upgrade

sing the new settings

ack

ah Profile

¥ Communications

i Groups, Companies &
= Applications

l:) Account
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Google+

To get rid of just your public information, first sign into Google+ if
you somehow aren't already. Click your name and/or email address in the
upper right hand corner, and go to Account Management > Delete
profile and remove related Google+ features > Delete

Googlet content.That'll take care of profile, your Circles, your +1s, etc.

If you really want to go all the way with this and delete the entirety of
your Google account (mail, calendar, etc). To do that, go to to
your Google Account homepage, click Close account and delete all

services and info associated with it, and kiss Gmail and every other
Google-thing you love goodbye.
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ools for Cleaning Up Your Social Networking
ccount

oknow?

Need Help?

RESERVE YOUR NAME Have Questions?

(800) 691-KNOW

Check Usemame  Create Profle  Commundy  Networks  About O HUNDREDS OF SITES: (5669)
Qe Herg

Search over 550 popular social networks, What is this
0 0 domain names, and the entire

W USPTO Trademark Database to instantly
secure your brand on the internet.

Check It

w1woN T 17000 P
RUMIAY, IN A WEEK #

o | ® Blogger JERIERERES
Oworopress  @issw % SQUIDOO
Béhance pen
¥ wies Yo
o deiciows [T
Dinteret . Ftolkdeom | VIHIGO
| __Etsy  JAUtoD Linked ([}

http:/lknowem.com

acceunt

Looking for a certain site? Type a few letters here: or check the popular sites listed below.
Aachoeealp T > ZooskFacsbook b Onine g
POPULAR BLACKLST WHTELST ALSTES STECHECK _ SUBMIT,
(I INSTALL THE ACCOUNTKILLER SITECHECK! CLICK HERE FOR MORE INFO
FACEBOOK SKYPE 008K SPOTIFY
Eas ce Ease of service: grey [PV Tl e of service: grey

Delste svpe accours Delste 005k accoun) Deists iy accouny

WHATSAPP TWITTER
ervice: white Ease of servi ce white Ease of semice: grey

Dsiste wnatsace account Daiste tuifier account delte Dstete dunes accou

YAHOD HOTMAIL / LIVE - MYSPACE SN / MESSENGER
Ease of service: white ice: white Ease of service: grey Ease of senvice: white
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Social Networking Account Removal Tools

\

5 v
INIE Intelius ' ¥ PeekYou
T http://www.Intelius.com _I http://www.PeekYou.com

http://www.USSearch.com

ZabaSearch

http://www.ZabaSearch.com

PeopleFinders
http://www.PeopleFinders.com

MylLife USSearch
http://Mylife.com [“)
[

Spoke [n @“ PeopleLookup

http://www.Spoke.com http://PeopleLookup.com

— ORT

= BeenVerified "=  PeopleSmart
- http://www.BeenVerified.com [ http://PeopleSmart.com

— L
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To know more about these

attacks and how to secure your Information
Systems become a Certified Ethical Hacker
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