Gathering information using Windows Command Line Utilities

Case Study: Consider a network where you have access to a Windows PC connected
to the Internet. Using Windows-based tools, let's gather some information about the
target. You can assume any target domain or IP address, in our case, we are using
example.com as a target.

Open Windows Command Line (cmd) from Windows PC. Enter the command “ Ping

example.com ” to ping.

From the output, you can observe and extract the following information:

Example.com is live

IP address of example.com.
Round Trip Time

TTL value

Packet loss statistics

agrwpddE

Page 10of 3



Now, Enter the command “Ping example.com —f —I 1500 to check the value

of fragmentation
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Over maximum of 30 hops: means that there are over 30 Servers between your
Source (My PC) to the Destination(Server) where the
website(Soutechventures.com) was hosted.
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