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Downloading a Website using Website Copier tool
(HTTrack)

Case Study: We are using Windows Server 2016 for this lab. You can check the
compatibility of HTTrack Website copier tool on different platforms such as
Windows, Linux, and Android from the website hitp://www.httrack.com.
Download and install HT Track tool. In this lab, we are going to copy a website into
our local directory and browse it from there in an offline environment.

Download and Install the WinHT Track Website Copier Tool.

Welcome to the WinHT Track
Website Copier Setup Wizard

This will install WinHT Track Website Copier 3.49-2 (x5<) on
wyour computer,

It is recommended that you dose all other applications before
contnuing.

Click Mext to continue, or Cancel to exit Setup.

I Mext = I Cancel

Click Next
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M WinHTTrack Website Copier - [testint project.whtt]
File Preferences Mirror Log Window Help

B Windows <Ci>
B | Intel - Miroring Mode -
Kingeoft Enter address(es) in URL b
B My Web Sites aCaddeasiesiin i3
- hts-cache
new web y
web Acdon [Download web ste =
G| | OSGeodWs4
. PerfLogs Web Addresses: (URL) — e — s
Program Files ttps-//cHfieam com/ types wsfar. . Index, : i Expetts y
Program Files (x86) Proxy ScanRues | Limts | FowControl | Lnks | Buid | Spider |
B-L) swsetup Use wildcards to exclude orinclude URLSs or links.
| Users You can put several scan strings on the same line.
VideoLAN Use spaces as separators.
B Windows Rt Example: + zip “www.".com -www." edu/cgibin/" cgi
o — L list {.tut)
2 DVD RW Drive <D:> S
E - Windows 2‘:) Ereferences and mitor optiocs: ¥ of.ipg.ipeg. pna.tl ¥ zip.tar.tgz.gz.rar. ¥ mov. mpg. mpeg, avi, asf, mp3.
- :

[+*css +js -ad. ick net/* -mi
<+ gf +"jpg + jpeg +~png + tf +* bmp
|+ zip +*tar +"1gz +".gz +"rar +".z +" exe

(+"mov +"mpg +"mpeg +".avi +".asf +"mp3 +"mp2 +"m +".
i Exclude link(s)..
Include link(s)... < >

Tip: To have ALL GIF files included, use something like +www someweb.com/” gif.
(+".gf / - gif will include/exclude ALL GIFs from ALL sites)

OK | Cancel Hep |

File Preferences Mirror Log  Window  Help

e Windows <Ci»

- | Intel New project name LI
[F- | kingsoft
Bl My Web Sites Project category: | 'l
+ hts-cache
new web info
| | web New project
0SGeodWsd
- Perdflogs
[~ Program Files
Program Files (x86)
- swsetup
[ | Users
- VideoLAN Base path: IC:\My Web Stes J
- | Windows
xampp
[#]-ues DVD RW Drive <D:>
[ w Windows <E:>

< Back Next > Cancel Help

Enter a Project name, as in our case, Testing_Project.
Click on Set Options button.

Go to Scan Rules Tab and Select options as required.
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Enter the Web Address in the field and Click Next.

File Preferences Mirror Log Window Help
EE

Windows < C:=
Intel - Mirroring Mode -
kingsoft
MMy Web Sites

. hts-cache

Enter addressies) in URL box

new web
web GERTIE IDcwnIoad web sitels) LI
OSGeodWEd
PerfLogs Web Addresses: {URL) Add LRL |
Program Files A
Program Files (x86)
swsetup
Users
VideoLAN
x::;;w; URL list [ bat]: | =1
- mia DVD RW Drive <D:>
Bl e Windows <Ei>

- - - - -

[l B e B o O B

=

Preferences and mimor options: I Set options...

< Back Next > Cancel | Help |

File Preferences Mirror Log  Window  Help

Windows < C:>

Intel
+ kingsoft & Please adjust connection parameters if necessary,
= My Web Sites then press FINISH to launch the mirmoring operation.

new wekb — Remote connect
testint project Connect ta this pravider
e R ~ |
[&] backblue.gif
Ia fade.gif [~ Disconnect when finished
€ indexc.html [ Shutdown PC when finished
7] new web.whtt
testint ject.whtt
_ % A ~On hold
o - OSI:;I\‘;M Transter scheduled for: (hhdmm/ss]
e
[+ PerfLogs I I I
- Program Files
- Program Files (x86)
Bl swsetup i~ Save settings only, do not launch download now.
- Users
- VideolL AN
[+ Windows
[

xampp < Back I Finish I Cancel Help

[ DVD RW Drive <Di>
[ Windows =<E:>
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Click finish
H steminoring in progress (/11 (+7, 1350167 bytes - testingawhet]

File Preferences Mirror Log Window Help

Eis Windows <Ci>
Intel In progress: Parsing HTML file.
[ | kingsoft
= My Web Sites - Information
new web Bytes saved: 1.28MiB Links scanned: 211+
testint project Time: s Files written: 8
web Transfer rate: 24,52KiB/s (22,81KiB/5) Files updated 0
@ backblue.gif Active connections: 3 Ermors: 0
@ fade.gif
€ indechtml
D new web.whtt
D testint project.whtt scanning “ttps://ctfleam com/static/img (— SKIP_|
D web.whtt receive cdnjs cloudfla..ment js/2. 24.0/moment-withocales min | IR SKIP_ |
[ 0SGeodW6d receive https://cdnjs....Chart js/2.9.3/Chart bundle min js | __SKIP 1|
[ Perflogs __SHFE 1
- Program Files _SKP |
[ Program Files (x36) — —SKP_|
- swsetup — 3 |
[ Users — SKIP__|
[ | VideoLAN | SKIP_|
E- | Windows [ __sKkep |
Bl | xampp —SKe__|
- ae DVD RW Drive <D:> __skp |
B Windows <E> __SKP__|
<Back ews | [ Cancel | Hep |
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Wait for it to finish copying and locate the file location on your pc and open

Home - CTFleam - CTF Practice - X

C 1t @ File | C:/My%20Web%20Sites/testing/ctflearn.com/index.html

-
S

Join 30,000+ hackers

CTFlearn is an ethical hacking platform that enables tens of

thousands to learn, practice, and compete.

We host an ever-changing array of user-submitted and
community-verified challenges in a wide range of topics.

)

SIGN UP

Contact us at

What's new

Allows us to create new features, much faster

After solving a challenge, rate it, and contribute to
the community rating.

CTFlearn will now be hosting events!

Check out the rest of the site to see changes to
challenges, creating challenges, activity, and more!
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