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Soutech Cyber Security Lab Test on Maltego

Maltego Foot-printing
There are 3 version of Meltego Client Software:

Maltego CE (Community Edition)
Maltego Classic
Maltego XL

Maltego Tool Overview

Procedure: Download Maltego Community Edition

You can download Maltego from Paterva website (i.e., https://www.paterva.com).
Registration is required to download the software. After Download, Installation needs
a license key to run the application with full features.
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Announcements

We are proud to welcomeour latest data
partner Pipl (@pipl_com), a leading
provider of trusted identityinformation,
to the Transform Hub. Gain acces

Big news from Maltego! Withour latest
Maltego Clientupdate, our Transform
Hub got a new look. All our Paterva CTAS
Transforms have a new home in our
standard Transforms Hub Item. Please
upgrade to the latest version (4.2.12).
Read more he

JoinFarsight and Maltego in our joint
webinarseries to learn how to leverage
the powerof DNS data in cyber
investigations.Register I
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daté’from a MISP Threat ...

Blockchain.info (Bitcoin)
Paterva
For visualizing the Bitcoin blockchain
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Cryptocurrency forensics and anti money lau..
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Query Threat Grid's database of threat intell
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Clearbit
Christian Heinrich
Enrich sign-ups, identify prospects and gain
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dataprovider.com
dataprovider.com
Dataprovider.com transforms the internet in
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Farsight DNSDB
Farsight Security, Inc

Query the largest DNS Intelligence database..
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FullContact
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360 insights into the people who matter most.
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Host.io
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Enrich Domains with outbound links and bac

Hybrid-Analysis
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This set of transforms are based on the Hyb

IPInfo
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IPInfo Transforms enable you to enrich IP ad.
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Above is the Home page of Maltego Community Edition (CE). On the topmost,
Click create new graph Icon
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You can select the Entity Palette according to your type of query. In our case, For
example, Domain is Selected.
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Edit the Domain and Right Click on the Domain Icon to Select Run Transform
Option. Select the option and observed the results shown. Available options are: -
« All Transform

« DNS from Domain

« Domain Owner details
o Email Addresses from Domain
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